NH® OPMALIMOHHASA MAMATKA

C kaxgbiM rogoM MOSOOEXN B WHTEPHETE CTAHOBUTCA Oonblue, a WKOMbHUKA OOHU M3 CaMbIX aKTUBHbLIX
nosb3oBaTenen PyHeTa. Me>|</:|,y TeM, NOMMMO OrpoMHOro Kosnu4yecTtBa BO3MOXHOCTEW, NHTEPHET HEeCeT U
I'IpO6J'IeMbI. OTa namsaTka JorpKHa NoMoyb Tebe 6e30nacHO HaXOAUTLCA B CETU.

KomnbtoTepHble BUpyChl

KomnbloTepHbI BUPYC - 3TO Pa3HOBMOHOCTL KOMIMBIOTEPHBIX MPOrpaMM, OTIMYUTENBHON OCOBEHHOCTHIO
KOTOPON sIBNSIETCH CMOCOBHOCTL K pasMHOXeHWo. B gonornHeHne k aTomy, BUPYCbl MOTYT MOBPEAUTb WK
MOMHOCTLI0 YHUUTOXUTE BCE (paiirnbl U AaHHbIE, MOAKOHTPOMbHbIE MOMb30BaTENO, OT MMEHU KOTOporo Gbina
3anylleHa 3apaxeHHasi NporpaMMa, a Takke NoBpeAuTb UNK axe YHUYTOXUTb OnepaumoHHY0 CUCTEMY CO
BCemu dparinamu B LenoM. B GonbLumHCTBE CrydaeB pacnpoCTPaHSTCS BUPYCbl Yepes3 MHTEPHET.

MeToabl 3aLL UTbl OT BPE4OHOCHbBIX MPOrpamm:

1. Wcnonb3yih coBpemMeHHble OnepauyoHHble CUCTEMbI, WUMELLME Cepbe3Hbli YpOBEHb 3aluTbl OT
BPeOOHOCHbLIX NporpamMm;

2. TlocTosiHHO yCTaHaBnMBam nadymm (UmdpoBbie 3annaTku, KOTOpble aBTOMAaTUYECKU YCTaHaBMNMBAKOTCS C
uenbto AopaboTky NporpaMmel) U Apyrie 0GHOBMNEHUsI CBOEW OnepaLMoHHON cuctembl. CkadvBai Ux TOMbKO C
odmupmansHoro canta paspabotinka OC. Ecnn cyliecTByeT pexnM aBTOMaTUHECKOro OBHOBIEHUS, BKIHOYN
€ero;

3. Pabotain Ha cBoeM KomMblOTepe Mog npaBamMu Monb3oBaTend, a He aaMUHUCTpaTopa. OTO He MO3BONUT
BOnbLUNHCTBY BPeOHOCHBIX NPOrpamMm UHCTanMpoBaTbCs Ha TBOEM MEPCOHarbHOM KOMMbIOTEPE;

4. Vicnonb3y” aHTMBMPYCHbIE MPOrpaMMHble NPOAYKTbl M3BECTHbIX MPOM3BOAMUTENEN, C aBTOMaTUYECKUM
obHoBneHnem 6a3;

5. OrpaHmib gvM3n4YecKuii AOCTYM K KOMMbIOTEPY A1 MOCTOPOHHMX ML

6. Vicnonbsyi BHeWHME HOCUTENM MHGOPMaUMK, Takme Kak duieLuka, uUcK nnn dann s MHTepHeTa, TONbKO U3
NPOBEPEHHbIX UCTOYHUKOB;

7. He oTkpbIBal KOMMbIOTEPHbIE harirnbl, NOMyYeHHble U3 HeHaOeXHbIX UCTOYHMKOB. [laxe Te dainnbl, KoTopble
npucnan TBoW 3HaKOMbIN. Jlyylle yToYHW y Hero, oTnpasnisan v oH Tebe ux.

Cem WI-FI

Wi-Fi - aT0 He Bug nepenadn OaHHbIX, HE TEXHOMorus, a Bcero nuwb OpeHa, mapka. Ewe B 1991 rogy
HuaepraHackasi komnaHmsa 3apervctpupoana 6peHg "WECA", yto obosHadano crnosocoyveTtaHune "Wireless
Fidelity", koTopbIi nepeBoamnTCs Kak "6ecnpoBogHas TOHHOCTL".

[o Hawero BpemeHn fowna gpyrasa abbpesumatypa, KoTopas SBMASETCS TaKoW e TexHonorven. JTo
abbpesuatypa "Wi-Fi". Takoe Ha3BaHWe GbINIO AaHO C HAMEKOM Ha CTaHAAPT BbICLUEN 3BYKOBOW TEXHMKM Hi-Fi,
YTO B NepeBoge O3Ha4aeT "BbiCOKasi TOMHOCTL".

[Ha, 6ecnnatHbIn MHTEPHET-AOCTYN B Kade, OTENsX 1 a3ponopTax ABMSETCS OTNIMYHOW BO3MOXHOCTbIO BbXOA A
B MHTEPHET. Ho MHOrne akcnepTsbl cunTatoT, YTo obwenoctynHele Wi-Ficetm He siBnsaTca 6e3onacHbIMU.
CoBeTbl No 6e3onacHOCTM paboTbl B 06LL eq0CTyNHbIX ceTax Wi-fi:

1. He nepenaBai cBOO nM4HytO MHopmaumio 4Yepesd obuiegoctynHele Wi-Fi cemn. Pabotas B Hux,
XenarterbHO He BBOAUTL Naponv A0CTyna, FIOrMHbl 1 Kakme-To Homepa;

2. Vicnonb3yi 1 06HOBMSAN aHTUBMPYCHbIE NporpaMMbl 1 BpaHamMayep. TeMm cambiM Tbl 06e3onacuilb cebs ot
3aKa4ku BUpyca Ha TBOE YCTPOWCTBO;

3. Mpu ncnone3soanun Wi-Fi otkmtoum doyHkumo "O6wunid goctyn K diannam n npuHtepam”. JaHHas dyyHKums
3aKpbITa MO YMOMYaHWIO, O4HaKO HEKOTOpble MOMb30BaTENM akTUBMPYHOT ee Ana yaobcTBa UCMNONb30BaHNS B
paboTte unm y4ebe;

4. He ncnonb3yn nybrmuHbii WI-FI gna nepegaym nuuHbIX AaHHbIX, HAanpMMep 478 Bbixoda B couparnbHble
CEeTU NN B 3MEKTPOHHYIO NOMTY;

5. Vicnonb3yn Tonbko 3allueHHoe coeauHeHne vyepes HTTPS, a He HTTP, T.e. npn Habope Beb-agpeca
BBOAM MMeHHo "https:/";

6. B mMobunbHoM TenedioHe oTkmoun dyHkumo "TogkmoyeHne k Wi-Fi aBTomamyecku”. He pgonyckaw
aBTOMAaTUYECKOro nogkodeHus yctponcTea k cetam Wi-Fi 6e3 TBoero cornacus.

CoupmarnbHble cet

CouuarnbHble CeTM aKTMBHO BXOASAT B HalUy >XKM3Hb, MHOrMe nogu paboTalT M XKMBYT TaM MOCTOSHHO, a B
Facebook yxxe 3apernctpupoBaH MuUnnMapa YerioBek, YTo sSBNSIETCA OAHON CebMOWN BCEX XUTENEN NnaHeTbl.
MHorve nonb3oBaTteny He MOHMMAT, YTO MHGOPMaLMs, pasMeLleHHas UMW B couMarbHbX CETSX, MOXET
ObITb HalgeHa 1 UCMOMNb30BaHa KEM YroAHO, B TOM Yucre He 0bs3aTenibHO ¢ Onarumm HamepeHusMu.
OcHOBHble coBeTbI N0 6e30MacHOCTM B colpmarbHbIX CETAX:

1. OrpaHmib crnvcok gpy3en. Y 1ebsa B Apy3baX HE OOIMKHO OblTb CNyYariHbIX 1 HE3HAKOMbIX JoaeN;

2. 3awmuanm CBOK YacTHYH XM3Hb. He ykasbiBanm naponu, TenedoHbl, agpeca, AaTy TBOEro poXAeHus w
APYry0 NYHYI0 MHAOPMaLMo. 310y MbILLAEHHUKU MOTYT UCNOMb30BaTh Aaxe MHGOpPMaLMio O TOM, KaK Tbl U
TBOW POAUTENW NIaHMpyeTe NPOBECTUN KaHUKY Nbl;

3. 3awwmuan ceo penyTaunio - 4EPXU ee B YNCTOTe U 3apaBan cebe Bonpoc: xoTten Obl Tbl, YTOObI Apyrue
nonb3oBaTenu BWUAENW, YTO Thl 3arpyxaewb? logyman, npexae 4Yem 4To-To onybrmMkoBatb, Hanucatb U
3arpysub;



4. Ecrnn Tbl rOBOPULLb C TNOABMMW, KOTOPbIX HE 3HaELlb, HE UCMOMNb3Y CBOE pearnbHOe UMSI U OPYTy0 JIMYHYO
WHopMaLmmn: UMS, MECTO XUTENbCTBA, MECTO Y4ebbl 1 MpoYes;

5. N3beran pasmelleHns doTtorpadmii B VIHTepHeTe, raoe Tbl M300pakeH Ha MEeCTHOCTU, MO KOTOPOM MOXHO
onpeaenuTs TBOE MECTOMNOMOXEHNE;

6. MNpu perucTpaumm B coupansHON cet HeobXOAMMO UCNONb30BaTh CMOXHbIE Naponu, cocTosL e n3 Gyks 1
uMdp 1 C KONMYECTBOM 3HaKOB He MeHee 8;

7. Ona coumanbHoW cet, NoyTel U OpYruX CanToB HEOOXOOQMMO MCMOoMb3oBaTh pa3Hbie maponn. Torga ecmm
Tebs B3roMaloT, TO 310y MbILLIEHHVKM NOMyYaT A0CTy N TONbKO K O4HOMY MECTY, a He BO BCe Cpasy.
OneKTPOHHbIE AEHbIN

OnNEeKTPOHHbIE AEeHbIM - 3TO OYeHb YAOOHBIM CMOCOD nnaTexen, oqHaKo CyLLEeCTBYHOT MOLLIEHHVKY, KOTOpble
XOTHAT MOMNYYUTb 3TV AEHBIN.

OnNeKTPOHHbIE AeHbM MNOSBUNMUCHL COBCEM HELABHO U MMEHHO M3-3a 3TOr0 BO MHOMMX rocygapcTsax 40 CUX Mnop
He NPOMMCaHO MPO HKX B 38KOHaX.

B Poccum e oHM Gy HKUMOHMPYHOT U O HUX Y>Ke MPOMMCaHO B 3aKOHe, FAe VX pasnensitoT Ha HECKOMBKO BAOOB -
A@HOHVMHbIE U HE aHOHUMHbIE. PasHuLa B TOM, YTO @HOHUMHbIE - 3TO Te, B KOTOPLIX paspeLlaeTcs NpoBoOAUTb
onepauun 6e3 nageHmMdmrKaLmMm Nonb3oBaTens, a B HEAHOHUMHbBIX MAeHTMdWMKaLMSA Nonb3oBaTens SABnsieTcs
obsi3aTernsHON.

Takke crnegyeT pasnuyatb 3MEKTPOHHble dwaTtHble [AeHbrn (paBHbl FOCY[apCTBEHHbIM BanooTam) K
3NEKTPOHHbIE HedmaTHble AeHbM (He paBHbl rOCYAapCTBEHHBIM BanoTam).

OcHoBHbIe coBeTbl N0 6esonacHon paboTe ¢ 3NEKTPOHHBIMU AeHbramu:

1. MpvBsPKM K cHeTy MOBUMbHBIN TenedoH. 3To cambli YA00HbIA 1 BbICTPbI CNOCOO BOCCTAHOBUTL AOCTYN K
cuety. lNpuBsA3aHHbIN TenedoH MOMOXET, ecrnn 3abyaellb CBOW NIaTeXHbIA Naponb U 3afellb Ha CanT C
HEe3HaKOMOro yCTpOWUCTBa;

2. Wcnonbayn onHopasoBble naporu. [locne nmepexoma Ha ycuneHHyk aBtopu3dauumto Tebe yxe He Oyper
yrpoxaTb OMacHOCTb KPaKM UMM nepexBsata ninaTexHoro napons;

3. Bbibepu croxHbin naporb. [NpecTynHukam GyaeT He NpocTo yragath CHOXHbIN Naponb. HagexHble naponm
- 970 Naposu, KoTopble codepXaT He MeHee 8 3HaKOB U BKMOYakT B cebs CTPOYHble U NPOMUCHBLIE BYKBBI,
uMdpbl U HECKOMNBKO CMMBOJSIOB, Takve Kak 3HaK Jonnapa, dyHTa, BoCKnMUuaTenbHbIA 3HaK U T.n. Hanpumep,
$tRONg!;

4. He BBOAM CBOM NMUYHbIE JAHHbIE HA CaliTax, KOTOPbIM He JOBEPSiELl b.

OneKkTpoHHasi novTta

OnekTpoHHas noyta - 370 TEeXHOMorMs U MNpefoCTaBnseMble €l YCryr Mo Mepechinike U MOnyYeHUto
3MIEKTPOHHbIX COOOLL EeHMIN, KOTOpble pacnpenenstoTcss B KomnbtoTepHon cem. OObIMHO 3NEKTPOHHbIN
MOYTOBBIN SALL MK BbIFNSAUT criegytowuMm obpasoM: UMs_Mnonb3oBaTena@uMs_aoMeHa. Takxke KpoMe nepegaym
NPOCTOro TEKCTa, MMEEeTCst BO3MOXKHOCTL nepefaBaTb ¢ansibl.

OcHoBHbIe coBeThI N0 Be3onacHon paboTe C 3MEKTPOHHON NMOYTON:

1. Hago BbIOpaTh NpaBuUrbHbIA NOYTOBLIA CEPBUC. B MHTEPHETE €CTb OrpOMHBIV BEIGOP GecnnaTHbIX NOYTOBbLIX
CEepBUCOB, OAHAKO Myylle A0BEPSTb TEM, KOrO 3Ha€ELLb 1 KTO NepBbIN B PENTUHTE;

2. He ykasbBa B JMYHOM MNOYTE  JMYHYHO  MHGoOpMaumo. Hanpumep, nydwe  Bblibpatb
"My3blKanbHbIN_daHaTt@" nim "pok2013" BmecTo "temal3"

3. Ncnonbayn gByxaTtanHyto aBTopusaumio. ITo Koraa noMmMMo Naporns Hy»XKHO BBOOMWTb Kof, NpuCbhIniaeMblin no
SMS;

4. Bblbepy CNoXHbIA Naporb. Ons Kak4oro NoYTOBOro fAluKa AOMMKEH OblTb CBOW HA[EXHbIW, YCTOMUYUBLIA K
B3MOMY Maporib;

5. Ecnm eCTb BO3MOXHOCTb HanMcaTb CaMOMy CBOW SIMYHBIN BONPOC, UCNOSb3Y 1 3Ty BO3MOXHOCTb;

6. Vcnonb3yn HECKOMbKO MOYTOBbIX SALWMKOB. [epBbi AN YacTHOM Mepenuckn ¢ agpecataMmu, KOTopbiM Tbl
AoBepsiellb. ITO ANEKTPOHHBIA agpec He Hafo UCMoNb30BaTb NPU perucTpaummn Ha gopymMax v canTax;

7. He oTkpbiBar dainbl U Apyrve BrOXKEHUs B NMUCbMaX, AaXe €C OHW MPULLINM OT TBOMX Apy3en. Jlyuwe
YTOYHW Y HUX, OTMPABNANM NN OHW Tebe 31 dhalibl;

8. Mocne okoH4YaHUsi paboTbl Ha NMOYTOBOM CEpPBUCE Nepen 3aKpbliTMeM BKMaAKU C CaiToM He 3abyab HaxaTtb
Ha "Bbiimn".

KnbepOynnuHr nnm BupTyarnsHOe 13neBaTensCcTBO

KunbepbynnuHr - npecnefoBaHve COOOLLEHUSIMUY, COOEPXalUMMU OCKOPOMeHUsl, arpeccuto, 3anyrBaHue;
XYMUraHcTBO; coupanbHoe GOMKOTUPOBaHME C NMOMOLLbIO Pa3NUYHbIX MHTEPHET-CEPBCOB.

OcHoBHbIe coBeTbl No 6opbbe ¢ kKnbepOynrMHrom:

1. He Gpocaricsa B 601. Jlydwimn cnocob: NocoBeTOBATLCS Kak cebsi BECTU U, €CNN HET TOro, K KOMY MOXHO
0bpamTbCs, TO BHa4vane ycnokoutscsi. Ecrm Tbl HauHelwb oTBeYaTb OCKOpOreHusiMM Ha ockopbreHus, To
TONbKO el e Borblle pa3oKKeLlb KOHAIMKT;

2. YnpaBnsii cBoen kubeppenyTaumen;

3. AHOHMMHOCTb B CeTM MHUMast. CyLLEeCTBYHOT CMOCOObI BbISCHUTL, KTO CTOWT 3@ aHOHUMHbBIM aKKay HTOM;

4. He cTouT BECTM XynuraHckuii obpas BupTyanbHOW XusHW. VIHTepHeT dmKkcupyeT Bce TBOW AEUCTBUS Y
COXpaHsieT ux. Yaanutb ux byaeT kpaviHe 3aTpyAHUTENBHO;

5. Cobniofai cBoo BUPTyarbHYH YECTb CMOSOAY;



6. WrHopupyn eauvHuyHbin HeramB. OpHopasoBble OCKOPOWTENbHbIE COOOLLEHMS Nydlle WUrHOPUPOBATh.
OBbIYHO arpeccus NpekpallaeTcs Ha HavanbHoW cTaguu;

7. BbaHn arpeccopa. B nporpavmax obmeHa MrHOBEHHbIMW COOOLLEHMAMKW, B couManbHbIX CETAX €eCTb
BO3MOXHOCTb BrTOKMPOBKM OTNIPaBKMN COOBLL eHUI C OMnpeneneHHbIX anpecos;

8. Ecrm bl cBugeTenb knbepbynnuHra. TBou AencTBuA: BbICTYNUTL NPOTVB MpecriefoBaTtens, nokasatb emy,
4YTO ero AencTBUS OLEHMBAKOTCS HEraTMBHO, MOAAEPXKATb XXEPTBY, KOTOPOM HY>HA NMCUXONorndeckast MoMoLL b,
COO0O0LL MTb B3POCTIbIM O diaKTe arpecCMBHOMO MOBEAEHNS B CETU.

MoBunbHbI Terne goH

CoBpeMeHHble cMapTdioHbl U NiaHWweTbl cogepXkaTt B cebe BMonHe B3pOoChbin dyHKUMOHanM, U Tenepb OHU
MOryT KOHKYpPUpOBaTb CO CTaUMOHapHbIMW KoMmmbtoTepamun. OpHako, cpeactB 3awuTbl ANd NOogoOHbIX
YCTPOMCTB MOKa 04eHb Masio. TeCTMpoBaHME N MOUCK YSI3BUMOCTEN B HUX MPOWCXOQMUT HE TaK MHTEHCMBHO, Kak
ana MK, 1o e camoe KacaeTcs 1 MOBUNBbHBIX NPUIIOXKEHWI.

CoBpeMeHHble MObUIbHbIE Bpay3epbl ke NPakTMYeCcKy AorHanM HacToNbHbIE aHaMnorM, O4HaKo paclunpeHue
dyHKLUMOHana BrieyeT 3a co0o BOMbLUYHO CIIOXHOCTb U MEHbLLYHO 3alL| ULLLEHHOCTb.

[aneko He BCe NPOU3BOAUTENM BbINyCKaOT OOHOBMNEHUS, 3aKPbIBAOLLLME KPUTUHECKUE YS3BUMOCTU A1 CBOMX
YCTPOWCTB.

OcCHOBHble COBETLI A58 6e3onacHoCT MobunbHOro Tene doHa:

Huyero He sBnsieTca no-HacToswemy 6GecnnatHeiM. Byab ocTopoxeH, Begb koraa Tebe npeanaraioT
BGecnnatHbI KOHTEHT, B HEM MOTYT ObITb CKPbITbl KakMe-TO MaTHbIe YCIyru;

Oyman, npexae yem otpasute SMS, ¢oTo unu Buaeo. Tel TOYHO 3HaELLb, rae OHW OyayT B KOHEYHOM uUTOore?
Heobxoaumo 0BHOBNATL ONepaLMoHHYH CUCTEMY TBOErO CMapTdOHa;

Mcnonb3ayih aHTMBMPY CHbIE MpOrpaMmbl Ansi MOOUIbHbIX Tene GoHOB;

He 3arpyxal npunoXxeHnss OT HEWU3BECTHOTO WCTOMHMKA, BEOb OHWM MOMYT COAEpKaTb BPEdOHOCHOEe
nporpammMHoe obecneveHue;

Mocne Toro Kak Tbl BbIMAELWb C CaliTa, rAe BBOAMIT NINYHYO MHAOpMaLMIo, 3angu B HacTporiku bpaysepa u
yaanum cookies;

Meprogunyecky NpoBepsin, Kakme nnaTtHble YCyru akTMBMpPOBaHbl HA TBOEM HOMEPE;

[aBaii cBO HOMepP MOBUIbHOrO TenedoHa TONbKO JNOASAM, KOTOPbIX Thbl 3HAELLbL U KOMY JOBEPSIELLb;

Bluetooth nomkeH BbITb BbIKMKOYEH, KOrAa Tel UM He Norb3yellbes. He 3abbiBan nHoraa npoBepsTs 3TO.

Online urpsbl

CoBpeMeHHble OHMarH-Urpbl - 3TO KpacodHble, 3axBaTbiBatolLine pa3BreyeHns, 00begUHSIOW e COTHN ThiCaY
YernoBek Mo BceMy Mupy. MIrpokun nccriefytoT AaHHbIN UM MUp, 0L alTCs ApYT C APYroM, BbIMOSHSOT 3g4aHus,
CpaXalTCsi C MOHCTPaMM W MonyYatoT OnbIT. 3a y40BONLCTBME OHWM MNATSAT: MOKynawT AWCK, OonfaduBaloT
aboHEMEHT 1nmn NpuodpeTaroT KakmMe-To Onumm.

Bce am cpegctBa uvaoyT Ha MooAdepKaHMe W pasBUTME UIPbl, a Takke Ha camy ©0e30nacHOCTb:
COBEpPLUEHCTBYOTCA CUCTEMbI aBTOPM3aLMK, BbIMYCKATCA HOBble nNat™in (UMdpoBble 3anmaTku Ans
nporpamm), 3aKpbiBalOTCH ySA3BMMOCTU CEPBEPOB.

B nogobHbIX mrpax CTOUT onacatbCHA He CTOMbKO CBOWMX COMEPHMKOB, CKOMbKO Kpaxu TBOEro napons, Ha
KOTOPOM OCHOBaHa cucteMa aBTopu3auum 6onbLL MHCTBA Urp.

OcHoBHbIe coBeTbl N0 6e30MacHOCTV TBOEro UrPOBOroO akKayHTa:

1. Ecrm gpyroii urpok Beget cebs nnoxo unv cosnaeT Tebe HenpUATHOCTU, 3abroKMPY M ero B CNMCKE UrPOKOB;

2. Moxanyca aoMuHUCTpaTopaMm Urpbl Ha Nroxoe MoBEOEHVEe 3TOr0 UrPoKa, JXemnaTerbHO NMPUMOXUTL Kakme-
TO floKasaTenbCTBa B BUAE CKPUHOB;

3. He ykasbiBan nnyHyto nHcopmaumio B npoduanne urpsbl;

4. YBaxan opyrnx y4acTHUKOB MO Urpe;

5. He yctaHaBnmBam HeodmLmanbHble Natin 1 Moabl;

6. Vcnonb3yn CriokHble U pasHble naponu;

7. Daxe BO BpEMS Urpbl HE CTOUT OTKIOYaTb aHTMBMPYC. [Moka Tbl Urpaellb, TBOM KOMMbLIOTEP MOMYT 3apasuTb.

@ ULLIVHT UK KpaXKa NMNYHBIX JAaHHbBIX

OGbIMHOW KpaXken OeHer U LOKYMEHTOB CErodHs YK€ HWKOTO He YAMBULWb, HO C Pa3BUTUEM WHTEPHET-
TEXHONOMNIA 3110y MbILLNEHHUKN NEPEMECTUIMUCH B MHTEPHET, M NPOAOITKAKOT 3aHMMATLC S "NMoOMMbLIM™ enom.
Tak nosiBUnacb HoBasi yrpo3a: WMHTEPHET-MOLLEHHUYECTBa UMW GMLLKHI, rfaBHas Lenb KOTOPOro COCTOMT B
nonyyYeHun KOHAWMAEeHUMarnbHbIX AaHHbIX MoNb3oBaTterien - fOrMHOB W naponen. Ha aHrnunckom ssblke
phishing untaeTcs kak dmwmHr (ot fishing - peibHas noens, password - naporb).

OcHoBHbIe coBeTbl N0 6opbbe ¢ GMLLINHIOM:

1. Cnegu 3a cBoMM akkayHToM. Ecnm Tl nogo3peBaellib, UTO TBOSA aHkeTa Obina B3riomaHa, To Heobxogvmo
3abnoknpoBatb €e U CoobLLUTL agMUHUCTPaTopam pecypca 06 3TOM Kak MOXKHO CKOpPEE;

2. Ncnonb3yn 6e3onacHble BeO-CaliTbl, B TOM YKCIE, UHTEPHET-Mara3nHOB 1 MOUCKOBbLIX CUCTEM;

3. Vcnonb3yi cnoxHble u pasHble naponn. Takum obpasom, ecrv Tebsi B3riomMatoT, TO 3710YMbILUEHHUKN
nonyyar AoCTyn TOMbKO K OQ4HOMY TBOEMY NMpodmIio B CETU, a He KO BCEeM;

4. Ecrv Tebs B3rioManu, To HeobxoavMmo npedynpeanTs BCEX CBOMX 3HAKOMbIX, KOTopble [00aBneHbl y Tebsi B
ApYy3bsiX, O TOM, 4YTO Tebs B3rioManu 1, BO3MOXHO, OT TBOEro UMeHN ByaeT pacchbinatbCsi CNaM U CCbIKU Ha
(ULLNHIOBbIE CaNThl;



5. YctaHoBu HapgexHbI naponb (PIN) Ha MOBUMbHbIN Tene doH;

6. OTKnOYKM coxpaHeHne naponsi B bpaysepe;

7. He oTkpbiBan dannbl U Apyrne BrOKEHUS B NUCbMax, AaXKe €CIiM OHW MPULLK OT TBOMUX Apy3ei. Jlydwe
YTOYHM Y HUX, OTMNPaBNANN N OHKN Tebe aTM dansbl.

Lindposas penyTtaumns

LindgypoBas penyTtaumsi - 3To HeratMBHasi UM No3nTMBHas MHdopMaums B ce o Tebe. Komnpometupytolas
UHdopMaLms, pasMeLleHHas B MHTEPHETE, MOXET Cepbe3HbiM 00pa3oM OTpas3nTbCs Ha TBOEW pearbHOWN
XusHu. "Lundposasa penyTtaums” - 3TO0 TBOWM MMMOXK, KOTOpbIM dopMupyeTcs u3 uHdopmauum o Tebe B
WHTEpHETE.

TBoe MecTO XutenbcTBa, yyebbl, TBOe (PMHAHCOBOE MONIOXKEeHMe, OCOBEHHOCTVM XapakTepa M pacckasbl O
Bnm3KuKx - BCe 9TO HaKanmMBaeTCs B CETU.

MHorvne noapoCTKM NErKOMbICIIEHHO OTHOCATCS K Ny Orvkaumm nmyHom Hdopmauum B VIHTepHeTe, He NoHuMas
BO3MOXHbIX MOCNEACTBUIA. Thbl AaXe HE CMOXELLb AorafaTtbCsl O TOM, YTo doTorpadwmsi, pasmeLleHHas 5 net
Hasaf, cTana NpuU4MHON oTkasa NpPUHATL Tebs Ha paboTy.

KomMmmeHTapuu, pasmelleHne TBoux dotorpadmii U gpyrne AevCTBUS MOTYT HE UCYE3HYTb JaKe nocne Toro,
KaK Tbl UX yOanuilb. Tbl HE 3HaELLb, KTO COXpaHun 3Ty MHopMaumio, nonana ni OHa B NOUCK OBble CUCTEMbI U
COXpaHunacb N1 OHa, a rNaBHOE: YTO MOAYMalOT O Tebe OKpyXKatolue MNOAW, KOTopble HanayT 1 YBUAST 3TO.
Hanmm vHdopmMaumo MHOro feT cnycta CMOXeT fnobon - Kak 13 Jo6pbX NOBYXAEHUN, TaK U C HAMEPEHNEM
NPUYMHUTL Bped. ATO MOXET OblTb KTO YroHo.

OCHOBHbIe COBETbI MO 3aLUTe LdIPOBON penyTauum:

1. MNogyman, npexae Yem 4To-To Ny6GNMKoBaThL U Nepenasats y cebs B 6riore unm B coumansHom Cey;

2. B HacTponkax npodmrs yCTaHOBM OrpaHU4eHnst Ha MPOCMOTP TBOEro Npodmiis U ero coaepXnmoro, caenan
ero TonbKo "ansa apysen;

3. He pa3wvelyan n He ykasbiBan MHGOPMaLMo, KOTopas MOXKET KOro-nmbo ockopbnaTb unm obrmxkarts.

ABTOpCKOE npaso

CoBpeMEHHbIe LIKOSIbHUKN - aKTUBHbIE MOfb3oBaTeny uMdpoBoro npoctpaHctBa. OfHako ganeko He Bce
3HAKT, YTO MOMb30BAHME MHOTMMK BO3MOXHOCTAMMU LMdpPoBOro mupa TpebyeT cobmogeHusi npaeB Ha
WHTENNEKTyanbHy COGCTBEHHOCTb.

TepMmyH "MHTENnNeKTyanbHass COOCTBEHHOCTH" OTHOCUTCH K Pas3nMYHbIM TBOPEHWSIM YENOBEYECKOro yma,
HauMHasi C HOBbX W300peTeHM n 3HaKkoB, 0OO3HayaloLWMX COBCTBEHHOCTL Ha NPOAYKTbl M YCRyrun, u
3aKaH4yMBas KHUramu, goTorpagmsamMu, KUHOGMNIbMaMM 1 My3biKarnbHbIMU MPOU3BESEHNSMU.

ABTOpCKME npaBa - 3T0 NpaBa Ha UHTENNeKTyarbHy 0 COBCTBEHHOCTb Ha MPOU3BEOEHNST HAYKW, NUTepaTypbl U
nckycctea. ABTOpCKUWE NpaBa BbICTyNatoT B KAYECTBE rapaHTUM TOro, YTO MHTENSIEKTYanbHbIN/ TBOPYECKUIA TPYA
aBTopa He OydeT HampacHbIM, 4acT eMy CrpaBedrvBbie BO3MOXHOCTM 3apaboTatb Ha pesyrbTatax CBOEro
TpyA4a, Nony4nTb U3BECTHOCTL U Npu3HaHve. HukTo 6e3 paspelueHuss aBTopa He MOXET BOCMPOM3BOAUTL €ro
npousBeLeHNe, pacnpocTpaHaTb, MyO6nMMYHO AEeMOHCTpUpoBaTb, MpoAaBaTtb, MMMOPTMPOBATh, Myckatb B
npokart, ny6bnnmyHo NCNONHATL, MOKa3bIBaTL/UCMONHATL B 3dwmpe nnmn pasmell,ats B VHTepHeTe.
VMcnonb3oBaHue "nupartckoro” nporpammMHOro obecnevyeHnss MOXeET NPMBECTU K MHOTMMM pUCKaMm: OT MoTepu
AaHHbIX K TBOMM akkayHTam [0 GIoKMPOBKM TBOEro yCTPOWCTBA, e YCTaHOBIIEeHa HenerarnbHas nporpamma.
He cTouT Takxe 3abbiBaTtb, YTO CYLL ECTBYIOT ferarnbHble 1 6ecnnaTHble NporpaMmmbl, KOTOpPbIE MOXHO HaWTV B
ceTn.

O noprane

CeTeBWYOK.ph - TBOW MMaBHbIA COBETYMK B CETU. 34ECh Thbl MOXELLb Y3HaTb 0 6GE30MACHOCTU B CETU MOHS THBIM
N OOCTYMHbIM $3bIKOM, @ MPY BO3HUKHOBEHUW KPUTUHECKOW CUTyauum obpatMTbCsi 3a COBETOM. A Takxe
NPUHSATL yYacTe B KOHKYpCax M CTaTb CambiM LdPOBBIM FpaxgaHnHoM!



